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1. Introduction

Until now, the data transmitted in a KNX automation installation was open and could be
read or manipulated by anyone with sufficient knowledge and access to the KNX
medium. Security therefore relied solely on preventing physical access to the KNX bus
and to the devices. The new KNX Secure protocols add an additional layer of protection
to the communication within a KNX installation in order to prevent such attacks.

Devices that support KNX Secure are able to communicate securely with ETS and with
any other secure device, as they incorporate mechanisms for authentication and
encryption of the transmitted information.

There are two types of KNX security, which can be implemented simultaneously within
the same installation:

o KNX Data Secure: secures the communication within a KNX installation.

o KNXIP Secure: secures communication via the IP network in KNX installations
that use IP communication.

A secure KNX device is a device that provides the basic capability for secure
communication, although enabling this capability is not mandatory. An unsecured
communication on a secure KNX device behaves the same as communication between
devices without KNX Secure support.

The use of security depends on two key settings in the ETS project:

¢ Commissioning Security: Defines whether the communication with ETS shall be
secured during commissioning, and enables the activation of runtime security.

¢ Runtime Security: Defines whether communication between devices shall be
secured during runtime; in other words, it determines which group addresses are
to be secured. To activate runtime security, commissioning security must be
enabled beforehand.

The activation of security on KNX Secure devices is optional. When enabled, itis
configured individually for each group address, allowing either all or only a subset of the
objects to be secured while the remaining ones continue to operate normally with non-
secured devices. This means that devices with and without KNX Secure support can
coexist within the same installation.
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1.1. KNX Data Secure

Its implementation secures the communication between end devices, as KNX Secure
devices exchange encrypted telegrams with other devices that also support KNX Secure.
Whether the communication is secured or not can be defined individually for each group
address.

1.2.KNXIP Secure

KNXIP Secure is designed for KNX installations that use IP communication. Its
implementation ensures the secure exchange of KNX data between systems through
secure KNX devices with an IP connection.

This type of security is applied at the bus interfaces and only on the IP medium; that is,
secure telegrams are transmitted between secure KNX IP couplers, devices and
interfaces. In order to also secure the transmission of telegrams on a main line or sub-
line, security must additionally be activated on the KNX bus.

2. KNX Data Secure Configuration

2.1. Secure Commissioning

Secure commissioning can be “Activated/ Deactivated” by the commissioner in the
device properties section.

RCZ0185 Room

Individual Address

Description

Last Modified
Last Downloaded -

Serial Number

Secure Commissioning
W Activated
B Add Device Certificate
Status

Unknown

il Properties > B Properties >
e ) CJ o & - 0]
el Settings Comments Info
Settings Comments Information stling
MName Mame

RC20185 Room Control Unit, 20 Output, 18 Input, Secure

Individual Address

Description

Last Modified
Last Downloaded -
Serial Number - /

Secure Commissioning
- @ Activated

B Add Device Certificate

Status

Unknown

ETS5

ETS6
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2.2. Project Password

If the "Activated" option is selected, ETS strictly enforces project password protection as
a prerequisite for managing and storing system-wide security keys.

Set Project Password

To ensure secure communication, you must provids your project
with 2 password so the stored keys in the project are protected.
Select Cancel to use not security at the IP Backbone in this
project.

A good password should consist of at least eight characters, at

least one number, one uppercase letter, one lowercase letter,
and have a special character.

MNew Password

Confirm Password

ETS5

A Set Project Password TEST

New Password

@ Enter new password @

Strength
Repeat Password

@ Confirm new password <

To ensure secure communication, you must
provide your project with a passward so the

stored keys in the project are protected. Click

Cancel to not use security at the IP Backbone in

this project.
A good password should consist of:

=+ Eight or more characters

- One or more digits

+ One or more upper case characters
= One or more lower case characters
+ One or more special characters

3 Learn more

(@ Tired to enter your project passwords every time? Try our Project Access Assistant!

Set Password

ETS6

Alternatively, a project password can be set via the Project Details section on the ETS
main dashboard.

— New project / (D) Details

Name
New project

Project Type
Educational v
Project Number

Contract Number

Description

Project Password

Change Password

BCU Key
Set BCU Key
Codepage
Windows System Language v

Group Address Style
Two Level

® Three Level
Compatibility
Hide extended group address range for plug-ins

Use low bus communication rate

B Compact now..

Last Modified Date
7.05.2026 11:17:39

Estimated Project Size
99.24 MB

> Cancel
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2.3. Device Certificate

When the KNX Secure feature is Active, ETS prompts for a unique device certificate to
authorize programming.

KNX Secure devices have secure icons on ETS software’s product database, also the
devices have label onit. You can check our KNX Secure devices on our website.
(www.eaetechnology.com)

Each device includes a unique 36-character certificate based on its serial number and
FDSK. This authentication data is also formatted as a QR code to facilitate rapid
scanning and error-free entry.

Serial Code Format : “ XOXXCK- XXX = XXXXKK= XXKKXX = XXXXKK- XXKXXX”

[ Adding Device Certificate

=] 1.1.13 RC2018S Room Control Unit, 20 Qutput, 18 Input, Secure

This device supports secure commissioning.
If you have the certificate of the device available, you can scan the QR code or enter it
now.

g e

AEPB3V - EUXSFW - KYZNIJ - TJIKXFK - XBI60S - EPXPRT |/

Serial Number 011E:1DD494BF
Factory Key  4B65632D4266955CAABB51E7748FBBE3

Don't ask when adding devices OK Later

ETS5/ETS6
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Alternatively, device certificates can be added via the Project Security section on the ETS

main dashboard.

Details Security Project Log Project Files

Export
Export Keyring

Device Certificates

= Add

Serial Number +  Factory Key (FDSK) Device

2 New project
(D Details - © History -
Description } Add Project Log
/DN Last Modified Date. Estimated Project Size P Project Tracing s O
E = E 7.05.2026 11:17:39 99.24 MB
[ -~ RC2018S Room Control Unit, 20 Output, 18 Input,
Secure: Installation Hints changed from “ to .
5 Compact now..
emre topaloglu

@ Security = (@ ETS App "Project Tracing” offers a full view of all traced events. Get it

stat via the 7 MyKNX Shop.

a
Certificates
Start Editing Review Delivered 0 0

Assigned to a device Not assigned to a device

Statistics

] 20 = 5 C1 2 + Add Certificate
Tags
P @ Attachments (0) »
Archive location

ETS6

NOTE : During the initial secure commissioning, ETS automatically replaces the
Factory Default Setup Key (FDSK) with a unique, randomly generated Tool Key. This "Tool
Key" is used for all encrypted communication and configuration updates between the
device and ETS and prevents the device from being used in another ETS project.

The “Tool Key” loaded onto the device can be viewed in ETS5/6 under ‘Reports’ ->
“Project Certificates.”

If security mode is enabled for a KNX Secure product and there is no "Tool Key" on the
ETS project, the device must be reset to factory settings. A device that has been reset to
factory settings must be put back into commission using a QR code or manual code.
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2.4. Secure Label Example

! KNX 8soure Card (Keap for ETS)

SMP RC2018S SECURE EAE S—KNX MC

Serial Numher: 600470975
KNX Secure Certificate:
AEPB3V—EUXS5FW—-KYZNIJ
TJKXFK— XBI605 — EPXPRT
PV: 1.0-06052026

ETS: 48325/ v1.0

PN: 3427736

www.eaetechnology.com

2.5. Secure Communication

i Properties
Settings Comments
Name

New group address
Address
o0 / 1 «

Description

Group Address Settings

Central

Security

Pass through Line Coupler

J

Information

Automatic

Data Type

B Properties
& Q
Settings Comments
Name

New group address

Address
o0 |/ 1

Description

Group Address Settings
Centra
Security

Automatic

Automatic
Forced On
Forced Off

Info

ETS5

ETS6

- Automatic : ETS enables encryption only if all linked objects are secure-capable. If a

non-secure object is added, the GA reverts to "non-secure" mode to ensure

compatibility.

-On : Strictly enforces encryption. All linked objects must support KNX
Secure. ETS will block any unsecure devices from linking this GA to maintain system
integrity.

- Off : Security is disabled. All telegrams are transmitted as unencrypted, even

if the linked devices support encryption. This is mainly used for legacy integration.
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2.6. Device Security Status In ETS

Security Address Room Description Product Adr Prg Par Grp Cfg Manufacturer
' L 211 2 RC20185 Room Control Unit, 20 Output, 18 Input, Secure - - - - - EAE
‘E‘ 212 2 RC20185 Room Control Unit, 20 Qutput, 18 Input, Secure = =2 o = 9 EAE
‘E‘ 213 2 RC2018 Room Control Unit, 20 Cutput, 18 Input/2.0 - - = = = EAE

Secure Active (Blue Shield): The device supports KNX Secure and the secure
commissioning feature is currently enabled.

Secure Inactive (Grey Shield): The device is secure-capable, but the secure
commissioning feature is currently disabled.

Non-Secure (Empty): The hardware does not support KNX Secure standards. It can only
communicate via standard, unencrypted telegrams.

Security Address *  Name Description Central Pass Throug Data Type Length  MNo. of Associations  Last Value
@ oon Mew group address No Mo Q
0/0/2 Mew group address No Mo 0
0/0/3 New group address No Na 0

NOTE : To preserve KNX Secure communication, all objects assigned to a Secure Group
Address shall only belong to KNX Secure compliant devices.

falidation Failed

It is not possible to link a secure group address to a
device, which not supports security,

() Show Details OK
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3. KNXIP Secure Configuration

3.1. Secure Commissioning

Secure commissioning can be “Activated/ Deactivated” by the commissioner in the

device properties section

| £i Properties

=

L A=

Settings IP

Name

Individual Address

Description

Last Modified
Last Downloaded -

Serial Number

Secure Commissioning
W Activated

=]

Bf Add Device Certificate

Secure Tunneling
W@ Activated
Status

Unknown

Secure Commissioning : Protects the device configuration process. When active, ETS

5 @

Information

> B Properties
@

Settings

IPR200S IP Router Secure

Individual Address

Description

Last Modified

Last Downloaded -

Serial Number

Secure Commissioning

. Activated

BE Add Device Certificate

Secure Tunneling

. Activated

Status

Unknown

= 0}

Comments Info

ETS6

requires a project password and device certificate to download or modify internal

parameters, preventing unauthorized access over the IP network.

Secure Tunneling/Routing : Protects KNX IP tunneling communication. When active,
ETS establishes an authenticated and encrypted connection with the device to prevent

unauthorized access over the IP network.
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3.2. Commissioning Password and Authentication Code

- 'ﬁ 1.1.- IPR2005 IP Router Secure
= 1.1.14 KNXnet/IP tunneling interface
el 1.1.15 KNXnet/IP tunneling interface
s 1.1.16 KNXnet/IP tunneling interface
s 1.1.17 KNXnet/IP tunneling interface
s 1.1.18 KNXnet/IP tunneling interface
el 1.1.19 KNXnet/IP tunneling interface
s 1.1.20 KNXnet/IP tunneling interface
s 1.1.21 KMXnet/IP tunneling interface

“The KNX Secure device shown as an example”

B Properties »
Eil Properties > & o ®
o Y @ Settings P Comments Info
@ B O
Settings 1P Comments Information Q© Obfain an IP address automatically

Use a static IP address
©' Obtain an P address automatically

Use & static IF address Assigned IP Address
MAC Address
Unknown MAC Address

Multicast Address

224.0.23.12 Multicast Address

. Commissioning Password

X-iFKoT5 W Commissioning Password
Good yd=Y&!<P
W Authentication Code —
Tih<W4)1 ' Authentication Code
=H_$Lsl
ETS5 ETS6

The IP tab of the product contains the Commissioning Password and Authentication
Code, which are mandatory for establishing a secure connection. These parameters
ensure that only authorized ETS users can access or modify the device over the IP
network.

Note: It is recommended that each device uses a unique authentication code,
preferably the default code assigned in ETS.
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B Properties >
il Properties > & () @
Settings Comments Infa
# g o Name
seftings GEGITELS LT RELED KMNXnet/IP tunneling interface
Name
Individual Address
KNXnet/IP tunneling interface
Individual Address o
" Description
1.1 s Park
Description
. Password
IT20/0(p
. Password
Secure Group Addresses
AKn407F] o

Supported

[—D Export Interface Information

ETS5

ETS6

This connection is secured

Please enter the login data:
Commissioning Password

Authentication Code (optional)

0K Cancel

Commissioning Password
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4. Factory Reset

1. Disconnect the “KNX Bus Connector” from the device.

2. Press and hold the “Programming Button” while the device is still unpowered.

3. While holding the” Programming Button”, reconnect the KNX bus power to the
device.

4. Continue holding the "Programming Button", once the “Programming LED” turn on,
hold the "Programming Button" for about “5 seconds” until it turns off. The
“Programming LED” will turn off after 5 seconds and then turn on again.

5. Release the “Programming Button”, factory reset was performed.

NOTE : The device enters a "Security Disabled" and "Unloaded" state. Since the "Tool
Key" is deleted, the device must be commissioned via ETS with the FDSK (Factory
Default Setup Key).

5. Observations

1. Individual Address Modification: In a secure installation, security keys are
uniquely linked to the device's Individual Address. Changing the address of a
programmed secure device invalidates the existing security link. Consequently, it
is mandatory to re-program not only the modified device but also all other secure
devices that share group addresses with it to re-establish synchronized
encryption keys.

2. Reprogramming a Reset Device: When attempting to commission a device
following a factory reset, ETS will identify the use of the FDSK (Factory Default
Setup Key). The software will then prompt for user confirmation to generate a new
Tool Key required for the reprogramming process.

3. Unauthorized Project Access Protection: A device that has been securely
commissioned within a project cannot be downloaded to or accessed from a
different ETS project. To reuse such a device in another project, the original ETS
project file must be available, or a manual factory reset must be performed in
order to clear the existing security certificates.

4. BCU Key : This key is lost either by manual factory reset or by unloading.
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